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Abstract 



This project is a study of free data dissemination and impediments to it. Drawing 
upon post- structuralism, Actor Network Theory, Participatory Action Research, and theories 
of the political stakes of the posthuman by way of Stirnerian egoism and illegalism, the 
project uses a number of theoretical, technical and legal texts to develop a hacker 
methodology that emphasizes close analysis and disassembly of existent systems of content 
control. Specifically, two tiers of content control mechanisms are examined: a legal tier, as 
exemplified by Intellectual Property Rights in the form of copyright and copyleft licenses, 
and a technical tier in the form of audio, video and text-based watermarking technologies. 

A series of demonstrative case studies are conducted to further highlight various 
means of content distribution restriction. A close reading of a copyright notice is performed 
in order to examine its internal contradictions. Examples of watermarking employed by 
academic e-book and journal publishers and film distributors are also examined and counter- 
forensic techniques for removing such watermarks are developed. The project finds that both 
legal and technical mechanisms for restricting the flow of content can be countervailed, 
which in turn leads to the development of different control mechanisms and in turn engenders 
another wave of evasion procedures. The undertaken methodological approach thus leads to 
the discovery of on-going mutation and adaptation of in-between states of resistance. 

Finally, an analysis of various existent filesharing applications is performed, and a 
new Tor-based BitTorrent tracker is set up to strengthen the anonymization of established 
filesharing methods. It is found that there exist potential de-anonymization attacks against all 
analyzed file-sharing tools, with potentially more secure filesharing options also seeing less 
user adoption. 
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Disclaimer of Liability 



The procedures outlined herein in the following project are not enacted realities, but 
rather purely potent potentialities. The locations, events, and, but not necessarily limited to, 
objects depicted in said appendices are fictional. Any similarity to actual locations, events, 
and, but not necessarily limited to, objects, past or present, is purely coincidental. 

The use of any particular tense, style, or of any other literary mode is not intended to portray, 
depict, or otherwise (re)present instruction. The writer of the text herein is not responsible for 
any actions of the reader and is indemnified against any damages resulting thereof. 

Certain images have been redacted via the deployment of redaction bars (e.g., and 

certain Uniform Resource Identifiers (URIs), including, but not necessarily limited to, certain 
Uniform Resource Locators (URLs) and Document Object Identifiers (DOIs) have been 
redacted via the deployment of asterisks (e.g., http://***.*) to further dissuade mis- 
(unintentional)/dis-(intentional) identification of the examples used herein with actual 
existent locations, events, and, but not necessarily limited to, objects. Certain textual citations, 
including titles and quotations, have further been augmented to dissuade misidentification 

with existent materials. 

However, it must be noted that while said redaction conversely also has the opposite effect of 
rendering the obfuscated content similar to other content (e.g. other redacted documents or 
artworks (e.g., Kazimir Malevich, Black Square , 1915; Jenny Holzer, Endgame , 2011), the 
effect is unintentional. Thus highlighting that no matter the preventive action, representation 
and similarity can thus apparently not be avoided, and as such, such is not the fault of the 

writer. 

Unredacted versions may be provided, if available, following the signed agreement by all 
involved parties of a legally-binding indemnity agreement by the requesting party. Any 
accrued fees for the retaining of legal counsel to procure such an agreement are to be handled 
by the party requesting said unredacted versions. 
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The overarching aim of this dissertation is a critical interrogation of the potentialities 
of unbridled data dissemination. In other words, how can information move about most 
freely? In order to begin to answer the operant question however, it first becomes necessary 
to bring to the fore the various fetters which seek to corral and congeal information, to 
highlight the various impediments which stifle the free flow of content in favor of strictly 
regulated distribution channels, and— once these restraints are exposed— to then present 
methods for the removal of said informational shackles. Conceived of as an emergency 
operations manual, the dissertation highlighting the pressing saliency of the undertaken 
research — as evinced through the on-going congealment of information flows brought about 
by Intellectual Property Rights (IPR) machinations — whilst also presenting clearly delineated 
potential strategies of data liberation, illustrating the embodied praxis of information 
dissemination via the erosion of various ideological and technical fetters — coagulants which 
seek congeal cultural production and to inhibit the free flow of data transmission. 

0.0 Project Overview 

Towards these ends then, the first chapter of the manual explicates the theoretical and 
methodological foundations and innovations which underpin the undertaken research. 
Specifically, the influences and relevancies of Science and Technology Studies (or Science, 
Technology, Society), and more specifically, Actor Network Theory (ANT); a genealogy of 
various conceptualizations of the critically-engaged figure of ‘the intellectual’ ; Stirnerian and 
post-human formulizations of the ego; and finally, Participatory Action Theory will all be 
discussed in relation to the development of an underlying hacker methodology which 
permeates the entirety of the manual. 

The second chapter, presenting contraceptive strategies for data liberation, will 
address the juridical and syntactic modes of informational oppression; viz. Intellectual 
Property Rights. Specifically, the concern here is not predominantly with copyright, 
criticisms of which have already been abundantly presented in existent literature 1 , but with 



1 E.g., Dale Bradley. 2004. “Open Source, Anarchy, and the Utopian Impulse”, in M/C: A Journal of Media and 
Culture, 7 (4). http://www.media-culture.org.au/0406/03_Bradley.php; Critical Art Ensemble. 2000. “The 
Financial Advantages of Anti-Copyright”, in Digital Resistance: Explorations in Tactical Media. New York: 
Autonomedia, pp. 148-152.; Lawrence Lessig. 2001. The Future of Ideas: The Fate of the Commons in a 
Connected World. New York: Random House; Lawrence Lessig. 2004. Free Culture: How Big Media Uses 
Technology and The Law to Lock Down Culture and Control Creativity. New York: The Penguin Press; 
Lawrence Lessig. 2006. Code: And Other Laws of Cyberspace. Version 2.0. New York: Basic Books; Kembrew 
McLeod. 2005. Freedom of Expression: Resistance and Repression in the Age of Intellectual Property. New 
York: Doubleday; Matt Mason. 2008a. The Pirate’s Dilemma: How Youth Culture is Reinventing Capitalism, 
London: Free Press; Brian Martin. 1998. Information Liberation. London: Freedom Press; Eben Moglen. 2003. 
“The dotCommunist Manifesto”, http://emoglen.law.columbia.edu/my_pubs/dcm.html; Richard M. Stallman. 
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the snake in the grass known broadly as copyleft — which through its operant deception of 
ostensibly being against draconian copyright legislation and enforcement in fact poses a 
much more serious threat to unbridled information promulgation than that posed by 
traditional copyright. That is to say, it will be argued that by presenting itself as being a 
viable, affable alternative to copyright but not challenging the core notions of intellectual 
property ownership and instead merely offering a reformism of allowance, copyleft thus 
greatly endangers unfettered data distribution. Engaging with said modes of oppression, the 
manual will then present contraceptive strategies for combating informational congealment 
through the preemption of the creation of said fetters: an utter eschewal of all modes of 
content licensure, a strategy which will attempt to prevent the very conception of IPR fetters. 

The third chapter of the manual will then go on to present surgico-emancipatory 
strategies for removing technical shackles placed on existent cultural artifacts through a case 
study of the film as prisoner and focuses on the exposition, and subsequent removal of, 
various modes of watermarking film which allow so-called ‘content owners’ to track the 
originating pirates, or content liberators. Whilst contraceptive strategies deal with undoing 
notions of licensure in the first place, and thus preventing a congealed Body of Work (BoW) 
from being constructed in the first place, emancipato-surgical strategies engage an already- 
existent BoW by focusing on developing means of removing any present content restriction 
shackles by way of counter-forensic operations such as watermark removal. The resultant 
nomenclature is thus based on the fact that the strategies are coded as being emancipatory — 
freeing formerly congealed cultural products — and surgical, due to the precise operations 
which need to be enacted upon the Body of Work to extract content controller- implanted 
malignancies. 

Through the aforementioned critical discussions/destructions of so-called intellectual 
property and watermarking technologies, the manual then paves the way for, finally, 
distributive strategies of information dispersal: how to distribute the now-liberated data 
without fear of reprisal from scorned content oppressors. The manual will conclude with a 
critical appraisal of existent and developing anonymized and encrypted content sharing 
platforms. 



2002. Free Software, Free Society : Selected Essays of Richard M. Stallman. Boston: GNU Press; Ted Striphas. 
2006. “Disowning Commodities: Ebooks, Capitalism, and Intellectual Property Law”, in Television and New 
Medici 7 (3). pp. 231-260; Siva Vaidhyanathan. 2001. Copyrights and Copywrongs: The Rise of Intellectual 
Property and How It Threatens Creativity. New York: New York University Press; etc. ... 
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